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* Secure Provisioning Tool Release NotesHIH T B Z2BHE T EMNiFMAER,

4 HHEEXR

MCUXpresso Z2 Bt & T 28] LAfE Windows, Linux 2 mac 4E& 4 L3 1T. Secure Provisioning Tool
Release Notes¥|H T ¥ A ER,

5 ZEHEESEC TE

ZeBEBIELRERFERT Windows, Linux 3 mac B4ERSE, ATM NXP Secure Provisioning web &, X
F Windows Ml mac, REBFUBMSHERSISEEZT TN LELRE. Debian REZA AT Linuxe BREE
K4S 5., iES M Secure Provisioning Tool User Guide,

6 FAIE

6.1 HIIRZMH

ERZTEN@A, FRELESR EETWNARRE ZHEI3XH (S19, HEX, ELF/AXF = BIN X##=X) . 8B
BEIEER, 7N RAM = Flash WENARF. BIUME MCUXpresso SDK RfIFF 48, ZRPIEMARE T
ERbit, EERAZLREIE R, BERARSPETNABRFHRECESEMB IIE,

T FRDM M EVK 4Rk, R# T -#EXANROINARER, BERMERE LED WkF. BIELEXBEMFEN
NMRAEF, BUAUATIHMETENEE,

EFNARFMRIF LRGP, BHHFEREERE In-System-Programming (ISP) =X, Bx ATt RERN
HAEL, BEFTFEARIERLERSE F M.
6.2 LXK

LHEE-RBHRLEBIEN, EAEREUB— MW IER, ZXHREBEMBEFMENMENXH. BT
LBEFERADSEFMN I/ERX: main menu > File > New Workspace.
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X
Workspace: | Cisecure-provi-workspace-for-N947 1. ~ | Browse...
Target processor Source executable image: |
Connection:
~ | | Browse ...
Mone 2 ~ Refresh 4. |
- . X o |
Filter processars by selected USE LI MCUboot bootloader image: Browse
o947 3 . Profile: Default configuration 5. -
- MCX Series Boot device:  Auto-selected boot device 6. ~ FlexSPINOR
=-MCXN o ]
- MCXN947 (MCX-Nghoc-EVK) Detailed information
MCKNSAT (FRDM-MCKMNGAT) Default configuration: It is recommended to start with this profile to verify the bootable
L MCHNOATT application works as expected. i
Configuration details
- Default workspace creation
- Boot device: FlexSPl NOR - W25064)W (tested on boards: MCX-Nwce-EVE, FRDM-MCXNGAT)
- Boot type: Plain unsigned
- Trust Zone is enabled but not configured; application is expected to configure it in runtime or
use TrustZone preset data
- Application image:
- Start address: 0x80001000
- Entry point address: 0x80001301
Supported features of MCXN947
www.nxp.com/preducts/processors-and-y...stem-and-neural-processing-unit: MCX- N84
Create new workspace using: import from ZIP archive
A~
Figure 1. FTT{EX

New Workspace

EOEITHERX, BEEUTSH:

1.
2.

6.
7.

EERHE N TEXER, BUCHENME 01— M HX,

SR E RN ITEN I ERERAMNER, fli0 UART 50 % USB, £/ USB £, ZITEUBME
BAEBERY, HtbERRBUREEIEFER.
AEEMNRRLERHEAERE, BAUERATFRIREVKRERLERR,

ERNARFHBERENRTHRITRE (image) -

EE1: NT NXPFAARR, ZTELSETNTHIIRFERNTHEFE SDK =G, 3% 2. WRAEE, BFF
EFEATHSH (».bin) XHERK, BENETESSEGBUNES,

- ERIINARFNHENBEAGE, FEANAERFABALERBEAXS CRINE) B Default BEXH,

WE, SEELETIEHPNRTNARRFN, SRR IML22EEXH, HEZIESERBHAME
BEE£EHNERE.

ERBEEIREIFEM, ALEA auto-selected boot device, TEARESEGHULNEEIER,
B & Create IR BIE T KX,

6.3 TEREAFRE

BEIHKE, NERIEXEN. TENEE:

aAWN -
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EXE
TE#

“Build image”, “Write image”#1“PKI management”i& I+~

BEHE

. RBT
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/ ﬂ *MCUXpresso Secure Provisioning Tool Version 26.09 C:\nxp\SEC_Provi_25.090100
File Target Tools Help 1.
MCXN947 via USB  Boot Plain unsigned 2.
+/ Build image

v from Onchipflash = LC: Develop

' Writeimage + PKI management

Bootable image te be written

Use built image

Image path: bootable_images\mcxn9xvevk_led_blinky_int_flash.bin

Additional required files

Title Path Description

TP:  No TrustProvi

v

Browse...

Dbg: None }‘

Create manufacturing package ... Erase whole chip ...

CFPA (bin) configs\cfpa.bin Customer factory programmable area (CFPA) contains settings for secured image
CMPA (.bin) configs\cmpa.bin Customer manufacturing programmable area contains settings for secured image
write parameters (json) configs\write_parameters.json Parameters needed in write and fuses to be bumt by write script (or shadow registers)
Import...
Advanced

:/ Write image ‘E

Generated files:
write image win.bat

Update files

Write script hooks:
write_win.bat
write context win.bat

Clear Detach

Figure 2. TEREAFRE

B—F, FAREIELLNEERANSENER, LRFEMRERE:

1. EENLER (EEESHER
BEAEENER (BEEASHER)
B (EEESHER)
BaNfFE (NEXREAEDSHERE
£wAY CEUNRIAMETH
FEERE EUMNRINETH)

No o k~oDd

boot ROM Hy4b ¥ 88 T £ flashloader)
8. REEE M

B (W TASHLERKY, EFFEXD ; eTRATRERE fuse NETHFFR, IATHERE

IMCXNO4T vid) USB |Boot Plain unsigned 3,

Figure 3. TE#

~ fromﬁ'anhipﬂash |LC5?eveIop |TP:6I}IoTrustProvi | Dbg:‘?[\lone 8_,"
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6.4 KEESE

AILAEA main menu > Target > Connection fn 5k % o T B2 #“connection™Z4ll, REEEER BN IFE
Hi%$F Test connection, X&1E ISP X TXAESEH 1T ping BIEHRKRERE A MUEIERE, MREERE
3, WNIEERERANEELE RN MRS

MREEFEER, BREFRIREBEKEN ISP/SDP BAH EEFT Z1R.

6.5 4 X bootable image

MREFEARSURIEX, NHNERH LA ZEREAER. BRUALEETR, AEEREREIERTR
B, BEUNREEFAHER, EEEE].

FE: ABRBEATNELNG R  EENEBEEGSZH, 4—EIEFiZER.

% & Build image A% B — bootable image, HEEREBEH. WREEMEE, FHEAEHEE, £K
WXHERZEERN —F2ETRERATH. REENIIAE -1, EEFHR "build_image" HA&, REMWED
BHRITHHAR, IUAREEHREARNR,

6.6 JlIliz bootable image

—BME 7T bootable image, &5 A LAGKLEE] Write image THEHHEBEASISHNE, FAREBINEEIRE
(iR, AJ5¥E Write image REAFKRIZERE, BARESHELRERL, SN#HTMRE, WREELRIAF
B, ENERBEANE, IREAMAELESRFHTEARTENER, GUI FER—NTEERIIRNTEIA
MNiEE, 2/, WITEAMA, HAEAFZUERSIHFMES.

MRABRFBEATRE, BIEEREBERSES (M ISP {1#E RUN EXHEBE) .

6.7 BTREM4
—BARHNARFFMET, RTURIEGRLRE, fN.

c FRALERMENER (image) HITELEBH

* MEH/ (image) B

s BELREE

* One-Time-Programmable (OTP) Ei&

BUBARERERENARF, NRNABRFELEES, FREARESHAENER, ZTERESHREN
BT REE. iR (L) FEERE, UpLHEALTREENATAES. B (H) ETFIE/THE
WiRE, BEM2IFMEEN,

—BNARFNLRLEESRABEHRE, ERUURESHE, ZTEATUERFES - — NI SHEFRENAT
BXHN Z2IP X, EFETI P, SASHEA (FHEIEATFREATNATENTFRR

6.8 HFEAERN THERE

E-SRETUESENTIETERE, XFE Secure Provisioning Tool User Guide i 4b IR B 43 E THEFIE
HWERE, “BETLAESNIERE S, ESMNEETEAREEEN S STE,
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7 SEZ®ZE

7.1 Release Notes

https://docs.mcuxpresso.nxp.com/secure/latest/release_notes.html

Secure Provisioning Tool Release Notes (3X#4 MCUXSPTRN)

7.2 User Guide

https://docs.mcuxpresso.nxp.com/secure/latest/01_introduction.html

Secure Provisioning Tool User Guide (X#4 MCUXSPTUG)

7.3 NXP Secure Provisioning web

https://nxp.com/sec

7.4 Community, forum, knowledge base

https://community.nxp.com/t5/MCUXpresso-Secure-Provisioning/tkb-p/mcux-secure-tool

8 fEiTic3x

Table 1. 1&iTid%

X 441D K4 BH i B3

UG10241 v.6.0 2026 #9 A 18 H X SEC TEMRZA 26.09. E#,
UG10241 v.5.0 2026 #6 A 30 A &3 SEC TEMRZ 26.06. E#,
UG10241 v.4.0 2026 #3 A 25 H &3 SEC TEMRZ 26.03. E#,
UG10241 v.3.0 2025 12 A 12 B &3 SEC TEMRZA 25.12. E#f,
UG10241 v.2.0 2025 410 A 10 B £ %t SEC TEMRA 25.09. H/NE#,
UG10241 v.1.0 2025 %6 A 30 H WIHERRAR
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

UG10241_zH

All information provided in this document is subject to legal disclaimers.

Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.

Trademarks

Notice: All referenced brands, product names, service names, and

trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.
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AMBA, Arm, Arm7, Arm7TDMI, Arm9, Arm11, Artisan, big.LITTLE,
Cordio, CoreLink, CoreSight, Cortex, DesignStart, DynamlQ, Jazelle,
Keil, Mali, Mbed, Mbed Enabled, NEON, POP, RealView, SecurCore,
Socrates, Thumb, TrustZone, ULINK, ULINK2, ULINK-ME, ULINK-
PLUS, ULINKpro, pVision, Versatile — are trademarks and/or registered
trademarks of Arm Limited (or its subsidiaries or affiliates) in the US and/or
elsewhere. The related technology may be protected by any or all of patents,
copyrights, designs and trade secrets. All rights reserved.
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Apple — is a registered trademark of Apple Inc.

Intel, the Intel logo, Intel Core, OpenVINO, and the OpenVINO logo —
are trademarks of Intel Corporation or its subsidiaries.

Kinetis — is a trademark of NXP B.V.
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Please be aware that important notices concerning this document and the product(s)
described herein, have been included in section 'Legal information'.
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